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Disclaimer

The Content, Demonstration, Source Code and Programs presented here is "AS IS" without
any warranty or conditions of any kind. Also the views/ideas/knowledge expressed here are
solely of the trainer’s only and nothing to do with the company or the organization in which
the trainer is currently working.

However in no circumstances neither the trainer nor SecurityXploded is responsible for any
damage or loss caused due to use or misuse of the information presented here.

I

www.SecurityXploded.com



Acknowledgement

= Special thanks to null & Garage4Hackers community for their extended support and

cooperation.

= Thanks to all the trainers who have devoted their precious time and countless hoursto make it

happen.

www.SecurityXploded.com



Reversing & Malware Analysis Training

This presentation is part of our Reverse Engineering & Malware Analysis Training

program. Currently it is delivered only during our local meet for FREE of cost.

h

For complete details of this course, visit our Security Training page.
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Monnappa

= mOnna

= Member of SecurityXploded (SX)

= |nfo Security Investigator @ Cisco

= Reverse Engineering, Malware Analysis, Memory Forensics

» Email: monnappa22@gmail.com, twitter@monnappa22
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Why Malware Analysis?

To determine:

> the nature and purpose of the malware
> Interaction with the file system

> Interaction with the registry

> Interaction with the network

> ldentifiable patterns
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Types of Malware Analysis?

- Static Analysis
- Analyzing without executing the malware

~ Dynamic Analysis
- Analyzing by executing the malware

- Memory Analysis
- Analyzing the RAM for artifacts
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Static Analysis

Steps:
~  Determine the file type
tools: file utility on unix and windows (need to install)

~  Determine the cryptographic hash
tools: md5sum utility on unix and windows (part of unix utils for windows)

»  Strings search
tools: strings utility on unix and windows , Bintext

~  File obfuscation (packers, cryptors and binders) detection
tools: PEID, RDG packer detector

~ Submission to online antivirus scanners (virustotal, jotti, cymru)
tools: browser and public api of Virustotal

~  Determine the Imports
tools: PEview, Dependency Walker

> Disassembly
tools: IDA Pro, Ollydbg
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Dynamic Analysis

Involves executing the malware in a controlled environment to determine its behavior
Steps:

> Determine the File system activity
tools: process monitor, capturebat

> Determine the Process activity
tools: process explorer, process monitor, capturebat

>  Determine the Network activity
tools: wireshark

> Detemine the Registry activity
tools: regmon, process monitor, capturebat
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Memory Analysis

Finding and extracting artifacts from computer’s RAM
Determine the process activity
Determine the network connections
Determine hidden artifacts

Detemine the Registry activity

Tools:
Volatility (Advanced Memory Forensic Framework)
Advantages:

helps in rootkit detection
helps in unpacking
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DEMO 1

http://youtu.be/592u
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Step 1 — Taking the cryptographic hash

The below screenshot shows the md5sum of the sample

C:\Documents and Settings\Administrator\Desktop>md5sum eQd94.exe
d3edc1ld9dc3aa8e23blfc7150d4996f3 *edd94.exe

C:\Documents and Settings\Administrator\Desktop>

www.SecurityXploded.com



72 PEiD v0.95 =1

File: [E_:1Docurﬁt?aﬁi?§tﬁﬁ§§t.ﬂdmiﬁi&i&rﬁsktobie?ﬂ%.exe

Entrypoint: | 00002040 EP Section: | .text
File OFfset: 00001440 First Bytes: |81,CB,77,28

Linker Info: | 13.0 Subsystem: |Win32 GUI

I Multi Scan I l Task Viewer | Options I [ About I | Exit I
¥ Stay on top | |




Dependency Walker - [edd94.exe] - |8
CH AR AEAF 24 BREMR

R (cnooes; annsamaw hot Bound
254 (IMODFE) | DatencArom Not Bound
257 (D0 101) | DolonF oA Not Bound
262 (o0 106) | DeweloControl Mot Bound
zuv pnm) Mucucz«m ruxo:md

____

1(moum) 0 ([De00CO) | Actwatuictie 0x0000450%

2 @O002)| 1 (0001 | AdcAtmma Cs0003S305

3(MO003)| 2 (WDOCZ) | Addatomial Dx00032609

4(0o0004)| 3 (De0003) | AckCoreoiealises 00007 1C0F

S 0000853 | 9 D000 | AckiCormnienlissiv 000071541

6 (M000E)| 5 (RO00S) | AdRocaalEmateCompumane 000059362

7 [@O007)| 6 (0006} | 4ddociAlomatolanpuismNamew D¥00059256

8 (@008)| 7 (w0007 | AddRefecton De00CIEEFT

9 Ue0009)| B =0008) | AcdivectracEscephoriander NTDLL RtibddectorsdEsrap o and e
N MeNAN L e MAANT>a N
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04/13/2000 1030 | 05/14/2000 5408 4,504 00033007
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C4/14/2008 329y Cx0004725F
04/14/2008 S418 o D=000F 4442
03/13/008 5423 0eO00ST7 341
0=/14/2008 5413 OxD008ERSC
o4/14/2008 5d1a | _sTeze p0003FC7e | osanoercrs

0671020000 0x00032000
067 7FECO00 (00076000
0004CCO0D Dx0004E000
047 7F 10000 D¥00045020
02 CUD0000 0=000F 6000
057710000 0x000SH000
067C900003 0x000AFOOD
DOEAL0000 0x10091000
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McAtee-GW-Edition Heuristic.LooksLike Win32.Suspicious.B 20120705

Microsoft PWS:Win32/Zbot <= 20120705

NOD32 a variant of Win32/Kryptik. ADDZ 20120705
Norman W32/Tro|_Generlc, ARTQJ 20120705
nProtect - 20120706
Panda Generic Trojan 20120705
PCTools Trojan.Zbot 20120705
Rising - 20120705
Sophos Mal/Zbot-FX 20120705
SUPERANtiISpyware - 20120705
Symantec Trojan.Zbot 20120706
TheHacker - 20120704
TotalDefense Win32/ZAccess. Zlgeneric 20120705
TrendMicro TSPY_ZBOT.IQU 20120706

TrendMicro-HouseCall TSPY_ZBOT. QU 20120705
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The Wireahark Metwork Analyzer (Wireshark 1.6.3
- =1E) [} 555

The World's Most Popular Network Protocol Analyzer
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Step 2 — Simulate Internet Services

Internet services are simulated to give fake response to malware and also to prevent malware from
talking out on the internet

Listening on: 192.168.1.2
Real Date/Time: Sun Jul B8 01:45:02 2012
Fake Date/Time: Sun Jul B8 01:45:02 2012 (Delta: 0 secon
Forking services...

3 dns 53/udp/tcp - started (PID 5373)

discard 9/udp - started (PID 5395)

https 443/tcp - started (PID 5375)
syslog 514/udp - started (PID 5387)
smtps 465/tcp - started (PID 5377)
pop3s 995/tcp - started (PID 5379)
dummy 1/udp - started (PID 5401)
chargen 19/tcp - started (PID 5398)
dummy 1/tcp - started (PID 5400)
chargen 19/udp - started (PID 5399)
discard 9/tcp - started (PID 5394)
quotd 17/udp - started (PID 5397)
echo 7/udp - started (PID 5393)
quotd 17/tcp - started (PID 5396)
finger 79/tcp - started (PID 5385)
smtp 25/tcp - started (PID 5376)
daytime 13/udp - started (PID 5391)
irc 6667/tcp - started (PID 5383)
ntp 123/udp - started (PID 5384)
daytime 13/tcp - started (PID 5390)
tftp 69/udp - started (PID 5382)
time 37/tcp - started (PID 5388)
ident 113/tcp - started (PID 5386)
time 37/udp - started (PID 5389)
ftps 990/tcp - started (PID 5381)
echo 7/tcp - started (PID 5392)
http 80/tcp - started (PID 5374)
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Step 3 — Executing the malware (edd94.exe
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a river: CaptureProcessMonitor
vuver CaptureRegistryMonitor
river: CaptureFileMonitor

L'j‘d C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Administrator\Desktop\edd94.exe

: élueKey C:\Documents and Settings\Administrator\Desktop\edd94.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\§hell Folders\A
%’ e S s TR L T T AV P R LR TR.> £:\Documents and Settings\Administrator\Application Data\lLyolxi\raruo.exe

= Documents and Settings\Administrator\Desktop\edd94.exe -> C:\Documents and Settings\Administrator\Application Data\lyolxi\raruo.exe

£ lueKey C:\Documents and Settings\Administrator\Application Data\lyolxi\raruo.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer




SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9761-D8681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-97061-D8681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5(96-37AB-9761-D8681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D8681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5(96-37AB-9761-D8681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9761-D0681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D8081175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D8081175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5(96-37AB-9761-D8681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5(96-37AB-9701-D0081175F61B}
: SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9761-D8081175F61B}

SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D0681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9701-D8081175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5C96-37AB-9761-D8681175F61B}
SetValueKey C:\WINDOWS\explorer.exe HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5(96-37AB-9701-D8081175F61B}
SetValueKey C:\WINDOWS\explorer.exe -> ll((U\Softvare\Hicrosoft\lili:lows\(:urrentVersion\Rln\{FSG1587E-5C96-37AB-9701-0098117SF618}
SetValueKey C:\WINDOWS\explorer.exe -> HKCU\Software\Microsoft\Windows\CurrentVersion\Run\{F561587E-5(96-37AB-97061-D8081175F618}




ethl [Wireshark 1.6.5 (SVN Rev Unknown from unknown))

% Sl »-_r:;.ﬂl-;&am.o—-..,-‘l
4 0068678 | 3. 1. 1.9

R ——————————————— et ——————————————————
i Frame 4: 86 bytes on wire (640 bits), 80 bytes captured (646 bits)
Ethernet II, Src: Vmware 87:a7:71 (00:8¢:29:87:37:71), Dst: Pegatron dc:6b:de (78:71:bc:dc:6b:de)
¢ Internet Protocol Version 4, Src: 192.168.1.100 (192.168.1.100), Dst: 4.2.2.2 {4.2.2.2)
User Datagram Protocol, Src Port: 54298 (54298), Dst Port: domain (53)
| Domain Name System (query)




ser-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1)
Host: users9.nofeehost.com ¢
Cache-Control: no-cache

Content-Type: text/html

Date: Sat, ©7 Jul 2012 20:15:54 GMT

<title>INetSim default HTML page</title>

</head>

<body>
<p></p>
<p align="center">This is the default HTML page for INetSim HTTP server fake mode.</p>
<p align="center">This file is an HTML document.</p>

</body>

</html>




/euS Tracker

ZeuS Tracker :: ZeuS Host users9.nofeehost.com

The ZeuS C&C users9.nofechost.com was not found In the ZeuS Tracker database.

However, this ZeuS C&C was listed previously but has been removed on 2012-03-27 12:14:42 (UTC) with the following reason: investigated/cleaned
Historical Information

Zeus C&C: 'users9.nofeehost.com

Dateadded: 2012-03-22 14:47:12 (UTC)

Lastupdated: /0000-00-00 00:00:00 (UTC)

Uptime (hhh:mm:ss) -838:59:59

Removal date: 2012-03-27 12:14:42 (UTC)

Removal reason: investigated/cleaned

ZewSURL  HTTPStausType
users9.nofeehost,com/patrickkeed/u,bin HTTP 404  ConfigURL
users9. nofec com/patrickkeed/all. bin HTTP 404  ConfigURL
\users9.nofeehost.com/patrickkeed/1.bin/bot.exe HTTP 404  BinaryURL
users9.nofeehost.com/patrickkeed/1.bin/all.exe HTTP 404  BinaryURL

# of URLs: 4

copyright © reustracker.abuse.ch, version 1.2 '010-09-13
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[/ root  Volatility

volatility.egg-info

jincluy

MANIFEST.in

Volat ™

Mike
AUTHORS.txt

[ Metad™

Name:

Versi

PKG-INFO

CHANGELOG.txt

e

Volat

README.txt

CREDITS.txt

|Tegg

tag b

tag d
&

setup.cfg

resources

infected.vmem LEGAL.txt LICENSE.txt

ll;sr %
# Vol
2

setup.py

Makefile




Step 2 — Process listing from memory image

Volatility’s pslist module shows the two process edd94.exe and raruo.exe

File Edit Wew Terminal Help
pot@bl:~/Volatility# python vol.py -f infected.vmem pslist
olatile Systems Volatility Framework 2.0
offset(V)

SmsS.exe
CSrss.exe
winlogon.exe
services,exe
lsass.exe
vmacthlp.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
explorer.exe
VMwareTray.exe
VMwareUser,exe
ctfmon.exe
vmtoolsd.exe
VMUpgradeHelper
cmd . exe
CaptureBAT.exe
edd94.exe
raruo.exe

PID

PPID

Thds

Hnds
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1976-01-01
2012-02-26
2012-02-26
2012-02-26
2012-82-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-02-26
2012-07-07
2012-07-07
2012-07-07
2012-07-07

12:07:10
12:07:11
12:07:11
12:07:11
12:07:11
12:07:11
12:07:11
12:07:11
12:07:11
12:07:11
12:07:17
12:07:18
12:07:18
12:07:18
12:07:19
12:07:19
17:29:06
20:15:43
20:15:52
20:15:53




Step 3 — Network connections from memory image

Volatility’s connscan module shows pid 1748 making http connection, this pid 1748 is associated with

explorer.exe

root@bt:~/Volatility# python vol.py -f infected.vmem pslist

olatile Systems Volatility Framework 2.0

offset(V) PPID Thds Hnds
System 4 ] 1976-01-61 00:00:00
Smss.exe 376 Rl 19 2012-02-26 12:07:10
csSrss.exe 632 376 313 2012-02-26 12:07:10
winlogon.exe 656 376 493 2012-02-26 12:07:11
services.exe 700 656 245 2012-02-26 12:07:11
lsass.exe 712 656 327 2012-02-26 12:07:11
vmacthlp.exe 868 700 25 2012-02-26 12:07:11
svchost.exe 880 700 188 2012-02-26 12:07:11
svchost,.exe 964 700 217 2012-02-26 12:07:11
svchost.exe 1048 700 58 1156 2012-02-26 12:07:11
svchost.exe 1092 700 5 71 2012-02-26 12:07:11

b A2 700 A 203 2012-02-26 12:07:11
rer.exe 1748 1712 22 550 2012-02-26 12:07:17 |
iarefray.exe 1880 1748 2 78 2612-062-26 12:07:18

VMwareUser.exe 1888 1748 226 2612-02-26 12:07:18
ctfmon.exe 1900 1748 102 2012-02-26 12:07:18
vmtoolsd.exe 216 700 229 2012-062-26 12:07:19
VMUpgradeHelper 428 700 95 2012-02-26 12:07:19
cmd . exe 1060 1748 103 2012-07-07 17:29:06
CaptureBAT.exe 1428 1000 @ 0 ~-=-n-- 2012-07-07 20:15:43
edd94 .exe 1476 1748 2 0 ~----- 2012-07-07 20:15:52
raruo.exe 1492 1476 2 0 ==-===- 2012-07-07 20:15:53

rootﬂbl' ~/Volatility# python vol.py -f infected.vmem connscan

olatile Systems Volatility Framework 2.0

Local Address Remote Address

Dx0932a540 192.168.1.100:1033 192.168.1.2:80
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Step 4 - Embedded exe and api hooks in explorer.exe

The below output shows the inline api hooks and embedded executable in explorer.exe, and also the
embedded executable is dumped into a directory (dump) by malfind plugin

Ml EOit View Tarranad  eedp

Bx0932a%540 192.168.1.100:1033 182.168.1.2:80

1748

rootibt:~/Volatility# python vol.py -f infected.vmem malfind -p 1748 -D dump

olatile Systems Volatility Framework 2.0

ame Pid Start End Tag

pxplorer.exe 1748 Ox00bate06 Oxbabfffoo Vads L]

-umpld to: dump/explorer.exe.935a300,00bat000-00badfff. dmp

: b8 35 o0 o0 e9 8b dl d6 7b 68 6¢c 02 @0 a9
94 63 d7 7b ff 55 8b ec €9 6¢ 11 ¢7 7b Tr
55 8b ec e9 08 4e 77 8b ff 55 8b ec e9 cd
4c 77 8b ff 8b ec e9 fb 34 4d 77 8b ff
ec e9 75 d3 77 8b ff 55 8b ec e9 Ge da 77
8b ff 55 8b e9 ST ab 4c 77 8b ff 55 8b «9
83 2a 4e 77 ff 55 8b ec e9 8Bc ad 4c 77 r
55 8b ec e9 Ob 4c 77 Bb ff 55 8b ec e9 3d

Disassembly:
8 baiseeco0e
«98bd1d67b
686c020000
©99463d77b
8bff

55 PUSH EBP

MOV EAX, ©6x3S
SLEMT§Z6 0d195
PUSH DWORD 0x26¢
JMP Ox7c9163a8
MOV EDI, EDIXI

DObat00S:
IObaoooa-

8bec MOV EBP, ESP
e96¢c1llc77b JMP 0x7c81118a
8bff MOV EDI, EDI

55 PUSH EBP

1748 0x00c50000 Oxc767TTTO0 Vads L
dump/explorer.exe.935a360.00c50000-00c761fff . dmp
4d Sa 00 90 00 00 00 06 6O 66 06 66 06 00 60 B8

-umpod to:
Bx00cS50000

www.SecurityXploded.com
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Detectonratio.  32/42

Analyss date:  2012-07-07 20:28:11 UTC ( 0 minutes ago )

Result

TrojanVind2 g
TR'Spy ZBetaogh 5

Win32:Zbot-NRC [Trj]
Generic_sBE

Gerl Visinnt Barys, 5104
TrojanPWS.Zbat Y3
Trojan Spy Zbot-142
W32/Zbol BA gen Eldorado

Update
20120707
20120707
20120707
20120707
20120707
20120707
20120704
20120707
20120707
20120707




Step 6 — Printing the registry key

Malware creates registry key to survive the reboot

A “ ¥ root@bt: ~/Volatility
File EOT View Terminal Help
ast updated: 2011-10-31 15:07:20

Registry: \Device\HarddiskVolumel\WINDOWS\system32\config\default
ey name: Run (S)
ast updated: 2011-10-31 20:28:57

Registry: \Device\HarddiskVolumel\Documents and Settings\Administrator\NTUSER.DAT
ey name: Run (S)
ast updated: 2012-07-907 20:15:54

ctfmon . ave o [S) C:AMINDOWS) cuctom2) ctfmon ave e
I B TRy B PGSR RSB AT S L R C A M C : \Documents and Settings\Administrator\Application Data\l
yolxi\raruo.exe"

s T TEvevese
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Avast
AVG

BitDetender

Result

Spyware/'Win32EERE
TRICrypt. XPACK Gen
Packed/Win32 Katusha gen
Wina2 Kryptik-IDH [Trj]
Cryplic DYR

Gen Heur Conjar 11

Tro@nPWS Zbot. Gen

k
W32Kazy H2 gen'Eldorado

TrojWare Win32 Kryptik ADRJ

Trojan PWS Panda 786

Packed Win32 KatushallK
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DEMO 2

http://youtu.be/3bxzvrGf5



http://youtu.be/3bxzvrGf5w8

3] File Edit ump Seach View Ddau;w Optr.m Wirdows Hep

@& = = | vl v 4 |=%x|maSMPE
IEEO’uH' B3N ~Horu “_ﬂar*agl
e - N xi[z- - SHKm=-/4 : i d® Wk BAAYAS

Jmﬁoyasslfﬁﬁ{

Expos | B Imgons | N Names | %) Funchors | == Stings | B Swuctises| En Erume)

Ltext:oneIase push eax : hinternet
LJtext:00u01451 call ds:lnternetConnectn

Jtextioonmiasy cnp eax, ebx

LLext:00u01459 nowv dword_L@SAEC, eax

Ltoxt i HBNBIANSE jz short loc_h@1sCB

LJLext:00u01460 push ebx + duContext

LJtext:OnunNet push ETCTE ) ; duFlags

Lext:00NDIN66 push ebx i 1plpszAcceptTypes

Ltexto00snta67 push offset sznenrrer : VFe25de eS8 7d0b2ac 25020792 F e 28"
push ebx lpszl’ersiu

push [eipolpsm]eclﬂane] . lpszlljectlhn
push offset afost i

push eax M:onnect

call is:llttpo;wnm-quutu

cnp eax, ebx

9 0. 9.9 0.9 095 9 095000 000 0.0 008 0'a 0 008

Ltext:O08R147E now dward_LB8AFO, vax

Ltext:0oae1483 iz short loc_heiach

Ltext: 00401485 push [ebpearg k]

LJtextioba4ss lea eax, [ebpeszieaders]

Ltext: 00M01ASE push offset aRespenseldl ; "Response - 1d: Li\e\n™
Stoxt:ousu1493 push vax ; char =

LEextI00N0149Y call _sprintf

Ltext: 00401499 add esp, OCh

Ltext:0an A9 lea eax, [ehwszueaders]

LLext: 00401482 push ebx : duModifiers
LLextiuoauiNas push BEFFFEFFFR ; duleaderstength
Ltext:00u014AS push eax : lpszHeaders
Stextionamuae push dword_4B8AF0 ; bRequest

Ltext:0u014RC call ds:ittphddRequestiieadersn

Stext:00s01482 push [ebpedwiptionallength] ; dwlptionallength

Ltext: 00NU1ABS [ebpsipOptional] ; 1pOptional
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et BBRE A6
Ltext: BBRE1 AL
Ltext:@BE1482
Ltext:@BsE14B5
text:@BsE1488
Ltext:@BRE1480
text:@BsE1488
Ltext:@BsE14C1
Ltext:BBRE140T
text:@BsE1400
text:@BsE14CH
text:@BsE14CH
text:@BsE14CH
text:@BsE14CH
Ltext:@azaisDe
Ltext:@Bzai1sDa
Ltext:@Bzai1sDa
Ltext:@Bzai1sDa
Ltext:BBRE14D2
Ltext:BBRE14D2
Ltext:BBRE14D2
Ltext:BBRE14D2
Ltext:@BsE14D3
Ltext:@EsE1 DL
Ltext:@BsE14D5
text: BBRE14D6
Ltext:BBRE14D7
Ltext:BBRE14D7
Ltext:BBRE14D7
Ltext:BBRE14D7
Ltext: BBE14DA

push

dword_482aFA 3+ hReguest
ds:HttpaddRequestieadersh
[ebp+dwlptionallength] ; dwlptionallenmgth
[ebp+1lpOptional] ; ptional

BFFFFFFFFh 3 dwHeadersLength

[ 3+ lpszHeaders
dword_482aFA 3+ hReguest
ds:HttpSendRequests

eax, eax

short loc_%81&D7

CODE XREF: sub_4@14@8+5ET]
sub_481588+831]

CODE XREF: sub_4@14@8+371j
sub_4B1588+F8)]

CODE XREF: sub_4B1488+151j
sub_4B81588+168) j

; CODE XREF: sub_481488+C9Tj
[ebp+duiunber0fBytesToRead], ebx
short loc_&81&F8
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Jtext:BBYE14CY ji short loc_ 4E14DT

Lext BB A1 5CE

bext o B4 A1 5CHE CODE HREF: sub_ %81888+5ETj
bext o B4 A1 5CHE sub_hEi4Be-23T;j

bext o B4 A1 5CHE sub_&E13BE

Jtext:@B4a1LDa

Jtext:BB4A1DA CODE XREF: sub B@1B@0+37Tj

Jtext:BBYA1%DA sub_hE14BB=F8]]
CJbext:BB4A1%0a

bext o B4 a1 5D

bext o B4 a1 5D CODE HREF: sub_%818@88+151}1]j
Jtext: B84 E15D2 sub_BE1488=160) ]
Jbext: B84 A1 D2

Jtext BB A1 D3

Ctext BB R EDE

CJbext BBy e DS

bext o BEY A1 506

bext o BBYA15DT -
bext o BBYA15DT

Jbext: 8B40 DT ; CODE HREF: sub_ 481%88+09Tj
Jtext:BBYE1 DT [ebp+duNumber0fEytesToRead], ebx

Jbext: BBYE1 5D short loc_ 4E14F8

Jbext BB A1 5DE eax, [ebp+dwHumberO0fBytesRead]

Stext BB E15DF Bax ; lpduHumber0fEBytesRead
textoBB4A15ER [ebp+dubumber0fEytesToRead] ; dubumberOfBytesToRead
textzBE4A1%ET esi 5 lpBuffer

bext:BB4P1LER duord_bBBAFE ; hFile

Stext:ABYB1EER ds:InternetReadFile

Jtext:BB4A1%FA

JextoBByE1%Fa 5 CODE WREF: sub_481488+DATj
textoBBLA15FA sub_&813BE
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ecx
short loc_401676
T

BN

loc_401676: ; "icmp_flood"
push offset aIcmp_flood
push  ebx ; char #
call _strcmp

pop  ecx
test eax, eax

pop ecx
jnz short Tloc_4016A9

4}

loc_4016A9: ; Texecute”
push offset aExecute

push :

call

Pop
test

pop ecx
jnz short loc_4016D2

100.00%  (844,1353) (951,204) DOOCISAE  OOMOISAS: sub 4015782133
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loc_4UL53/E:

ush ebx [eb 1

ea eax, [ebp+optiona

push offset aProcessIdI ; " - L ] <t:
push eax ; char *

call _sprintf

add esp, 0ch

Tea eax, [ebp+optional]

push esi ; dwNumberofBytesToRead
push esi ; void *

push eax

call _strilen

pop ecx

ush eax ; dwoptionalLength

ea eax, [ebp+0ptiona1%
push eax ; Ipoptional
push [ebp+arg_0] ; int

push offset aExecute_php ; '"/execute.php" <=I
call post_function

add esp, 18h N
pop esi

op ebx

eave

retn

sub_40132D endp
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